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Sensitive personal data

At a glance

¢ “Sensitive personal data” is a defined term within the DPA and covers classes of personal data that
warrant extra protection.

e Inorder to legally process sensitive personal data, you must identify both a legal basis (condition) for
processing in Schedule 2 as well as a basis for processing sensitive personal data in Schedule 3 of the DPA.
These do not have to be linked, but they may be.

e There are eight conditions for processing sensitive personal data in Schedule 3 of the DPA.

¢ You must determine your condition for processing sensitive personal data before you begin this
processing under the DPA, and you should document it.

In brief

e What is “sensitive personal data”?

e What's different about sensitive personal data?

e What are the conditions for processing special category data?

What is “sensitive personal data"?

Sensitive personal data is a subset of personal data which carries increased risks. Section 3 of the DPA defines
“sensitive personal data” as personal data consisting of:
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What's different about sensitive personal data?

When processing any of the types of sensitive personal data listed above, you must still satisfy one of the
conditions for legal processing in Schedule 2, but you must a/so satisfy one of the conditions in Schedule 3 of
the DPA.

This is because the processing of sensitive personal data carries more risks, and so needs more protection. In
particular, this type of data could create more significant risks to a person’s fundamental rights and freedoms.
For example, by putting them at risk of unlawful discrimination.

Your choice of an applicable legal basis for processing sensitive personal data in Schedule 3 does not dictate
which condition you must apply, and vice versa. Instead, you can use any of the conditions in that schedule.
You should choose whichever sensitive data condition is the most appropriate in the circumstances - although
in many cases there may well be an obvious link between the two. For example, if your lawful condition for
processing (in Schedule 2) is vital interests, it is highly likely that corresponding condition for vital interests (in
Schedule 3) will also be appropriate.

In assessing whether a particular piece of information is sensitive data will depend on a reasonableness test.
For example, the unfounded rumor that a head of state is holding someone hostage in their basement will not
be held to be sensitive personal data about the alleged commission of an offence.

What are the conditions for processing sensitive personal data?

The conditions for processing sensitive personal data are listed in Schedule 3. One of these conditions must
apply for the processing to be legal, in addition to one of the conditions in Schedule 2. These conditions for
processing sensitive personal data are:
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Relevant provisions
Data Protection Act (2021 Revision)

Section 3: Definition of “sensitive personal data”

Schedule 3: Conditions for processing sensitive personal data

Further guidance
Relevant provisions in the GDPR: Article 9(2) and Recital 51
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https://ombudsman.ky/administrator/images/pdf/laws_regs/Data_Protection_Act_2021_Rev.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN

